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Multiple vulnerabilities have been discovered in the

Apache HTTP Server TA202140
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There is a zero-day vulnerability (CVE-2021-41773) and a DoS vulnerability (CVE-2021-
41524) in Apache HTTP servers. After a publicly disclosed exploit, the zero-day
vulnerability has been actively exploited in the wild. The Hive Pro Threat research team
recommends that you address these vulnerabilities as soon as possible.

Vulnerability Details

Affected

CVEID Affected CPE Vulnerability Name CWE ID
Products

Apache HTTP Server

CVE-2021-41773 cpe:2.3:a:apache_found  directory traversal. S
Apache HTTP .
Server: 2.4.49 ation:apache_http_serv

CVE-2021-41524 er:2.4.49:* k. k. k..x. Apache HTTP Server denial CWE-476

of service.

Patch Link

https://httpd.apache.org/security/vulnerabilities 24.html
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https://threatpost.com/apache-web-server-zero-day-sensitive-data/175340/



https://httpd.apache.org/security/vulnerabilities_24.html
https://threatpost.com/apache-web-server-zero-day-sensitive-data/175340/

