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Adobe lllustrator 2021 has several critical

Vulnerabilities TA202145

Threat Level Publish Date — Oct 31, 2021

Adobe lllustrator 2021 has an update that addresses several important vulnerabilities that
might result in memory leaks, arbitrary code execution, and application denial of service.

Vulnerability Details

Affected o
CVEID Products Affected CPE Vulnerability Name CWEID
A Memory Leak vulnerability that
CVE-2021-40718 exists in the decoding of

AutoCAD Drawing 'DWG' files

Adobe An Arbitrary Code Execution CWE-125
vulnerability that exists in the
- - [llustrator 9 Qeq- .
CVE-2021-40746 2;21 cpe:2.3:a:adobe: decoding of AutoCAD Drawing
illustrator:*:*:*:  'DWG' files

25.4.1 and ok ok

CVE-2021-40747  €arlier ,
versions A Memory Corruption

vulnerability that exists in the
decoding of AutoCAD Drawing
'DWG' files

CVE-2021-40748 CWE-476

CVE-2021-40749

Patch Link

https://helpx.adobe.com/security/products/illustrator/apsb21-98.html
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