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Vulnerability Details

CVE ID Affected Versions Affected CPE Vulnerability Name

CVE-2021-34473 

Microsoft 
Exchange Server
2013 CU23,          
2016 CU19,          
2016 CU20,          
2019 CU8,          
2019 CU9

cpe:2.3:a:microsoft:exchange_server:201
3_cu23:*:*:*:*:*:*:*,          

cpe:2.3:a:microsoft:exchange_server:201
6_cu19:*:*:*:*:*:*:*,          

cpe:2.3:a:microsoft:exchange_server:201
6_cu20:*:*:*:*:*:*:*,          

cpe:2.3:a:microsoft:exchange_server:201
9_cu8:*:*:*:*:*:*:*,          

cpe:2.3:a:microsoft:exchange_server:201
9_cu9:*:*:*:*:*:*:*

Microsoft Exchange Server 
Remote Code Execution 
Vulnerability

CVE-2021-34523
Microsoft Exchange Server 
Elevation of Privilege 
Vulnerability

CVE-2021-36942
Windows LSA Spoofing 
Vulnerability

CVE-2021-31207
Microsoft Exchange Server 
Security Feature Bypass 
Vulnerability

LockFile, a new ransomware gang, has been active since last week. LockFile began by using a publicly 
disclosed PetitPotam exploit (CVE-2021-36942) to compromise Windows Domain Controllers earlier this 
week. Using ProxyShell vulnerabilities(CVE-2021-34473, CVE-2021-34523 and CVE-2021-31207), they've 
now infiltrated many Microsoft Exchange Servers . The origins of this gang are most likely China. This 
gang used a similar ransomware note as of LokiBot and is been linked to Conti ransomware due to the 
email id provided(contact@contipauper[.]com). HivePro Threat Research team advises everyone to 
patch the vulnerabilities to prevent an attack.

Actor Details

Name Target Locations Target sectors

LockFile Ransomware United States of America and Asia
manufacturing, financial services, engineering, 
legal, business services, and travel and tourism 
sectors
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Indicators of Compromise (IoCs)

Type Value

IP Address 209.14.0.234

SHA-2 Hash
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://www.bleepingcomputer.com/news/security/lockfile-ransomware-uses-petitpotam-attack-to-hijack-windows-domains/

References

Patch Link

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34473
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34523
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36942
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31207

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://www.bleepingcomputer.com/news/security/lockfile-ransomware-uses-petitpotam-attack-to-hijack-windows-domains/
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34473
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34523
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-36942
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-31207

